
Risk BM-RSK-02

Ransomware on a laptop or server

Owner Tomas Achebe

Proposed by Priya Venkataram (administrator), 18 Sep 2026, 10:01 UTC

Approved by Tomas Achebe (reviewer), 18 Sep 2026, 10:25 UTC

Automatic check Passed: the rule checks and the AI review found no issue

Ransomware reaches a laptop or a server through an unpatched weakness and spreads to production,
stopping the service.

Likelihood Possible

Impact Severe

Treatment Mitigate

Subjects BM-AST-04, BM-AST-01

Treated by

BM-CTL-06 Finding and fixing known weaknesses

BM-CTL-12 Logging and alerts on production

Log entry 136 of Verification/events.jsonl

Entry hash (SHA-256) ec65fe056505bff7ca6bfb317a536bdf9b2d46c1f0891218e623f4dc187433f0

Brightwater Metrics (sample), audit package 340E-8865-E3ED, BM-RSK-02 Sample package, synthetic data. Page 1 of 1
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